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Shor's algorithm:
I Algorithm for factoring a non-prime numbex of L bits.
Motivation:

I Quantum algorithms faster than classical algorithms:

I Algorithm based on the quantum Fourier transform.
I Quantum search algorithm (Grover).
I Quantum simulation.

I Cracking RSA.

Complexity:
o LT
| Classical computer: O e-*(ogL)3

i ¢
| Quantum computer: O 'L3
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Shor's algorithm

Input: Non-prime numbem.
Output:  Non-trivial factor of N.

Shor's algorithm can be split into two parts:

a) A reduction of the factoring problem to a problem of
order- nding.
I Classical computer

b) An algorithm solving the order- nding problem.
I Quantum computer
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Order- nding problem

De nition

The orderof an elementx in a groupG, is the least integer, such

that x" =1¢.

De nition

Integersx andy are co-primeif gcd(x;y) = 1.

The groupZy; :
I Elements: subset df0; 1; :::; Ng which are co-prime tdN.
I Group operation: multiplication moduldl.

The order- nding problem:

Given:x andN , x < N and gcd(x;N) = 1.

) The order ofx in Zy, is the least positive integerr,,
such thatx" =1 (mod N)
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Number theory |

Theorem
Suppose:

I N is a non-prime number
I x a solution of ¥ =1 (mod N)
I x61 (mod N) and x6 j 1 (modN)

) one ofgcd(x i 1;N) andgcd(x +1;N) is a non-trivial factor
of N.

Proof: Blackboard.
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Number theory Il

Reduction of the factoring problem to a problem of order- ndin
I If y is co-prime toN.
Iy has an even order (y' =1 (mod N))
I y'™=26 §1 (modN)
) X~ y"™2 (mod N)

I is a solution tox? =1 (mod N)
I andx 6 §1 (modN)

Thus x satis es all conditions of the theorem.
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Classical algorithm

1. Choose a (random) number < N.
2. If gcd(y; N) > 1 returngcd(y; N) and we are done.

3. Use the order- nding subroutine to calculate the ordeof vy,
moduloN. ! Quantum computer

4. If r is even and/™2 6 j 1 (mod N):
Setx = y"2 (mod N) and computegcd(x j 1;N) > 1 and
gcd(x +1;N) > 1, one of them is a non-trivial factor df.
Return this factor.

I What if r is odd?
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Number theory IlI

Theorem

I N odd
I N not of the form g where p is a prime number
I x random chosen fronZy, (gcd(x; N) = 1)
I r order of x modulo N
) p'revenandx'26 §1 (modN) . 3
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Summery of the classical part

SAE A

If N is even return 2.

Check ifN = pC. If so returnp.

Choose a random numbegr< N.

If gcd(y; N) > 1 returngcd(y; N) and we are done.

Use the order- nding subroutine to calculate the ordeiof vy,
moduloN. ! Quantum computer

If r is even and/™™ 6 | 1 (mod N):

Setx = y'¥ (mod N) and computegcd(x j 1;N) > 1 and
gcd(x +1;N) > 1, one of them is a non-trivial factor of.
Return this factor.

Algorithm has a probability of success greater than2l
Step 5 has a probability of success smaller than 1!
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Complexity

M w N PR

If N is even return 2.0 (1) _
Check ifN = pC. If so returnp. O 'L3
Choose a random numbgr< N. O (1)

If gcd(y; N) > Igreturn gcd(a; N) and we are doneEuclidean
algorithm O ' L3

Use the order- nding subroutine to calculate the ordeof y,
moduloN. ! Quantum computer

If r is even andy'™@ 6 j 1 (mod N):

Setx = y'*? (mod N) and computegcd(x j 1;N) > 1 and

ged(x + 1 N) > 1, one of them is a non- tr|V|aI f@ctor aN.
Return this factor. Modul@r exponentiatiorO '13" and
Euclidean algorithmD ' L3

Roger Herrigel Supervisor: Wojciech De Roeck Shor's Algorithm



Quantum Fourier transform

The discrete Fourier transform
Acting on vector of complex numbers; :::; Xn; 1

1 Xt
Yk = i%ﬁ Xe
j=0

i2jk=n.

Acting on orthonormal basig0i;:::;;jnj i
Xt o
jji ! pli e' 2/ =Njki:
M=o

Acting on an arbitrary state:

X1 X1

Xjjji! VijKi:
j=0 k=0
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Phase estimation |

Problem:

Given: unitary operatotJ and an eigenvectojui
Ujui = e2Aui

Goal: estimation ofA.

Oracles:

I Preparation of statgui
| ControlledU? gatesj , 0.
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Phase estimation I

Preparation of registers:

Register| initial state | bits

1 jOi t qubits
2 jui as many qubits as necessary
If we want:

I A accurate ton bits
I success of order nglng procedure:j 12
) t=n+dog'2+ e
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Phase estimation Il

1. Apply following circuit

jo E p1§EJ-0+e2i;2‘ l;j]jé

jo E p%é;uwﬂl’zl Ljn‘E
o~ H] ng,;meZ‘;"zo “juk

3

joijui ! joi + €242 MAj1i  joi + 242 *Aj1i w joi + e24Z°AjLi jui

21/AiAk'kij ui:

€ J

. . R
2. Apply inverse Fourier transform  e®#jkijui!j Aijjui:
j=0

3. Measure register 1.
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bserving probabilities

1
correc values
20-8 N incorrec values ]
h&j i
061 m: measurment |
=pim B>) i
04 t=4 n=3 7
=2t1 1=1
0.2+ =2 t 92n R
0 2 4 o6 8 10 12 14 16
2 J
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Phase estimation Il

. initial state jOij ui
LRl
. Hadamard gates ! P . jiij ui
J:
. L RL
. controlledU! gates b opss i jjiWjui

R
p% e'2/4Ajjij ui
j=0

. apply inverse Fourier transform ! Kuij u
. measure rst register I A§+ £y2i"

Psuccess, (i 2)
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Order nding

Problem: (reminder)
Input: x andN , x < N andgcd(x;N) = 1.
Output: least positive integerr, such thatx" =1 (mod N)

Order nding is phase estimation applied to the operator

U(X;N)jyi = jxy modNi

PL 0 ek .
Eigenstates:  jusi = #- exp'l%s" jx* mod Ni
k=0
Eigenvalues: exp @s=r)
Requirements:

I Preparation of statgusi.
| ControlledU? gatesj . 0.
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Preparation of initial state

Operator: U (x;N)jyi = jxy (mod N)i
Lo iovek .
Eigenstates:  jusi = p& exp'l%/“*‘ ix mod Ni
0

Eigenvalues: exp eaS:rS

1 X1t
p— jusi = jli
r s=0

) Preparation register 2 in statgli 2 sparf usg.

Roger Herrigel Supervisor: Wojciech De Roeck Shor's Algorithm



Observing probabilities

Range: [02! = 256)
Number of peaks: r=10
Distant between peaks: 2%
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Order nding

1. initial state jOijli
R 1
2. create superposition ! p% jjij di
j=0
h1
3. apply Uy ! p% jjijx} mod Ni
=0
PLARL s
- pl—? eZ/AS]—I’””usl
“s=0 j=0

1
4. apply inverse Fourier transfornh pl—F j§=rij Usi
s=0

5. measure rst register | sr§ =
6. apply cont. frac. algorithm | r

Roger Herrigel Supervisor: Wojciech De Roeck Shor's Algorithm



Order nding

1. initial state jOij i
R 1
2. create superposition ! p% jjij di
j=0
h1
3. apply Uy ! p% jjijx} mod Ni
=0
PLRL
- pl—? eZ/AS]—r” ij Usi
< s=0 j=0

Pl
4. apply inverse Fourier transfornh pl—F j§:riusi
s=0

5. measure rst register | sr§ =
6. apply cont. frac. algorithm ! r
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Continued fraction algorithm

De nition
Continued fraction is an expression of the form

whereay; :::;; ay are positive integers.

|
fraction.
|

) Continued fraction §o; :::;
operations.
De nition
We say that py; :::; am] is aconvergentof [ag; :::;

Shor's Algorithm

Any rational number can be represented as an continued

For a rational numbep=q, wherep and g areL bits numbers

) M=0(L). ¢
:;;am] can bee computed usin@ L3

ay ], form< M.
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Continued fraction algorithm example

Example
31 5 1 1 1
— = 24+ —=2+ =2+ =2+
13 3 1
13 13 = 2+ ¢ 2+E

1+ l+%
The 4rd convergent:
1 7., 31
2:2;1;1]1=2+ = -Y4—+0:05
[ ) 2+ L 3713
1

Shor's Algorithm
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Continued fraction algorithm

Theorem
Suppose that sr is a rational number such that

< - 1
s AT —
r! 2r2
Then s is a converQent of the continued fraction fét Thus can
be computed in O L3 steps.

¢
Choose: t=2L+1+ dog'2+ % e

) We haveA approxmatelys-r up to 2L + 1 bit
) S | A 2| 2L 1 . 1 A
r 2N2 2r2
| forr<Nand $j A - s> ) ST is unique
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Problems of the continued fraction algorithm

Problem: s andr may have a common factor.

Example: s=5andr =10 ) S =1=2
we get: sP=1andrf=2

Solution:

I Repeat phase estimation and continued fraction method
twice, obtainingrd; s? and r?; s§.
If gcd(sy; ) =1 ) r=lem(rdrd).

I If 51 ands, are chosen uniformly from (@ j 1) then

1
Prob (god(sii ) = 1) . 4
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Order nding

. initial state jOij i
A1
. create superposition ! p% jjij di
j=0
h1
. apply Uy.n ! p% jjijxI mod Ni
j=0
PLRL
= P eI jjij usi
' s=0 j=0

Pl
. apply inverse Fourier transfornh 917 j§:riusi
s=0

. measure rst register | sr§ =
. apply cont. frac. algorithm ! r
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Error sources

I The orderr may be odd.Prob - 1=2
I can be easy checked.
I The phase estimation may failProb - 1j 2
I can not be checked.
I r=s may not be irreducible.
Take two measurements and calculate= lem(r2 rd), then
Prob - 1=4
I can not be checked.

At the end we get a proposal fqgu and g such thatN = pq.
Easy to check if this is true.
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Period- nding

Given:f (x+r)=f(x)for0O<r< 2-
and black boxUjxijyi = jxij f (x) © yi.

Go

1.
2.

»

o o

al: nd periodr.

initial state

create superposition

. apply U

inverse Fourier transform

measure rst register
. apply cont. frac. algorithm

j0ij Oi
1

jij Oi
x=0

I\;\f" @.ﬂu“

1
ixij f (%)i
x=0 b1
12 ,
Yapls 2= jxij £ ()i
=0 x=0

1

! pLF'P ji=rij £ (i
1=0

I l=r§ +

For
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Discrete logarithm

Problem: Givenp prime number, a generata of Z5 andb 2 Z7,
we want to nd s such thata®> = b (mod p).

Consider the function:

f(x1; %)= b*'a2 modp= a** modp

f(xe+ Iixoj 1s) = f(xg;x2)
) Period: (;j Is) ) S
Discrete logarithm problem is a period- nding problem usiret
Oracle:
Ujxqij X20j yi = jxqij X2ij f (X1; %X2) © yi

The orderr of amodulopispi 1.
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Discrete logarithm

1. j0ij Oij Oi
Rh12p1
2.1 ilr iXaij X2ij Oi
X1=0 X2=0
R12p1
3.1 F jxaij Xoij f (X1 Xo)i
X1=0 X2=0
PiRipL I _
Y, p% e2Vi(slx+ Ixz)—rJXlIJ Xolj f\(IS; i
1=0 %1=0 x2=0 "
R # R #
IPl 1 1/} JE— . 2 1 1/} JE—— . . .
— p% eZ/A(Sle)—rJXlI e2/A(IX2)—rJX2I jf\(ls,l)l
1=0 x2=0 x1=0
Pl
4.1 L j8=rij i £(1)i
1=0
5.1 (sl=r§ #;l=r§ 1)
6.! s
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The factoring problem can be split into two parts.

a) Reduction of the factoring problem to a problem of
order- nding.
I Classical computer

b) Algorithm solving the order- nding problem.
I Quantum computer

Order- nding problem is a phase estimation problem.

Phase estimation can be solved exciently on a Quantum
computer.

Related problems like period- nding and discrete logarithm.
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